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CLAIMS 

What is claimed is: 

•L A method for checking the level of manageability support of a network device, 
the met hoo^ompri sing: 

identifying a variable to be checked; 

\ 
\ 

reading^ value for the variable from the network device; 

\ 

determining whether there is a VALID values list for the variable, when there is a 

\ 

VALID values list, comparing the returned value from the network device with the listed value 
for a match and wheiwhe values do not match, outputting an error message for the variable; and 

determining whether there is a INVALID values list for the variable, when there is an 
INVALID values list, comparing the returned value from the network device with the listed 
value for a match and when me values match, outputting an error message for the variable. 

2. The method as defmed in claim 1, further comprising: 

determining that the variableShas a dependent variable; 

identifying the dependent variable to be checked; 

reading a value for both the variable and the dependent variable from the network device; 

determining whether there is a VALID values list for the variables, when there is a 
VALID values list, comparing the returned vVlues from the network device with the listed values 
for a match and when the values do not match, outputting an error message for the variables; and 

determining whether there is an INVALID values list for the variables, when there is an 
INVALID values list, comparing the returned valuefe from the network device with the listed 
values for a match and when the values match, outputting an error message for the variables. 
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\3. The method as defined in claim 2, further comprising: 
deVrmining that there is a configure request for the variable; 
reading a new value for the variable; 

configuring the variable with the new value in the device being checked; 
determinin^ywhether the configure request was successful; 

when the configure request is not successful, outputting an error message and ending the 
check for the variable; ar 

when the configure \equest is successful, determining whether there is at least one 
associated variable; 

when there is not^t least one associated variable, ending the check for the 
variable; and 

when there is at least fyie associated variable, identifying the at least one 
associated variable; 

reading the value of the at least one associated variable from the network device 
after sleeping for a predetermined penod of time; 

determining whether there is a VALID values list for the at least one associated 
variable, when there is a VALID values Hist, comparing the returned value from the 
network device with the listed value for a nmtch and when the values do not match, 
outputting an error message for the at least one associated variable; and 

determining whether there is a INVALID values list for the at least one associated 
variable, when there is an INVALID values list, comparing the returned value from the 
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\ nekvork device with the listed value for a match and when the values match, outputting 

W> \ 

an erkor message for the at least one associated variable. 



4. The method as defined in claim 1, further comprising: 
determining that there is a configure request for the variable; 
reading a new wilue for the variable; 

configuring the variable with the new value in the device being checked; 
determining whetheV the configure request was successful; 

when the configure request is not successful, outputting an error message and ending the 
check for the variable; and 

when the configure requests successful, determining whether there is at least one 
associated variable; 

when there is not at lea^ one associated variable, ending the check for the 

variable; and 

when there is at least one associated variable, identifying the at least one 



P associated variable; 

reading the value of the at least &ne associated variable from the network device 
after sleeping for a predetermined period of time; 

determining whether there is a VALID values list for the at least one associated 
20 variable, when there is a VALID values list, comparing the returned value from the 

network device with the listed value for a match and when the values do not match, 
outputting an error message for the at least one associated variable; and 
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determining whether there is a INVALID values list for the at least one associated 
variable, when there is an INVALID values list, comparing the returned value from the 
network device with the listed value for a match and when the values match, outputting 
an error message for the at least one associated variable. 
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5. A method f^r checking the level of manageability support of a network device, 
the method comprising: 

determining that the variable has a dependent variable; 
identifying the dependent variable to be checked; 

reading a value for both the variable and the dependent variable from the network device; 

determining whether there is\a VALID values list for the variables, when there is a 
VALID values list, comparing the returned values from the network device with the listed values 
for a match and when the values do not match, outputting an error message for the variables; and 

determining whether there is an INVALID values list for the variables, when there is an 
INVALID values list, comparing the returned values from the network device with the listed 
values for a match and when the values matcny outputting an error message for the variables. 
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6. The method as defined in claim 5, further comprising: 
determining that there is a configure requestor the variable; 
reading a new value for the variable; 
configuring the variable with the new value in the device being checked; 
determining whether the configure request was successful; 
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\hen the configure request is not successful, outputting an error message and ending the 
check for\he variable; and 

\ 

when\he configure request is successful, determining whether there is at least one 
\ 

associated variaole; 

when there is not at least one associated variable, ending the check for the 
variable; anc 

when there is at least one associated variable, identifying the at least one 
associated variable; 

reading the value of the at least one associated variable from the network device 
after sleeping for a predetermined period of time; 

determining whether there is a VALID values list for the at least one associated 
variable, when there is a VALID values list, comparing the returned value from the 
network device with the listed value for a match and when the values do not match, 
outputting an error message for the at least one associated variable; and 

determining whetherVhere is a INVALID values list for the at least one associated 
variable, when there is an INVALID values list, comparing the returned value from the 
network device with the listed value for a match and when the values match, outputting 
an error message for the at least one associated variable. 

7. A method for checking the leve| of manageability support of a network device, 
the method comprising: 

determining that there is a configure reque^ for the variable; 
reading a new value for the variable; 



17 



EL839723749US £ De ^^ No - CISCO-3475 

^s^^ configuring the variable with the new value in the device being checked; 
r determining whether the configure request was successful; 

when the configure request is not successful, outputting an error message and ending the 
check for the valuable; and 

when the configure request is successful, determining whether there is at least one 
associated variable; ^ 

when tf^ere is not at least one associated variable, ending the check for the 
variable; and 

when ther& is at least one associated variable, identifying the at least one 
associated variable;\ 

reading the value of the at least one associated variable from the network device 
after sleeping for a predetermined period of time; 

\ 

determining whether there is a VALID values list for the at least one associated 

variable, when there is a v\lID values list, comparing the returned value from the 

network device with the listed\^alue for a match and when the values do not match, 

outputting an error message for the at least one associated variable; and 

\ 

determining whether there a INVALID values list for the at least one associated 
variable, when there is an INVALIE^values list, comparing the returned value from the 
network device with the listed value for a match and when the values match, outputting 



an error message for the at least one associated variable. 
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A computer-readable medium having stored thereon computer-executable 
instructions for performing a method for checking the level of manageability support of a 
network deVice, the method comprising: 

identifying a variable to be checked; 
5 reading \ value for the variable from the network device; 

determining whether there is a VALID values list for the variable, when there is a 
VALID values list, comparing the returned value from the network device with the listed value 
for a match and when\he values do not match, outputting an error message for the variable; and 
determining whether there is an INVALID values list for the variables, when there is an 
O INVALID values list, comparing the returned values from the network device with the listed 
f *? values for a match and whe\j the values match, outputting an error message for the variables. 

in 

m 

51 

9. The computer-readable medium as defined in claim 8, wherein the method further 

□ comprises: \ 
EH 

115 determining that the variable has a dependent variable; 

H identifying the dependent variable to be checked; 

reading a value for both the variable and the dependent variable from the network device; 

\ 

determining whether there is a \(ALID values list for the variables, when there is a 
VALID values list, comparing the returned values from the network device with the listed values 
20 for a match and when the values do not match, outputting an error message for the variables; and 

determining whether there is an INVALID values list for the variables, when there is an 
INVALID values list, comparing the returned values from the network device with the listed 
values for a match and when the values match, outputting an error message for the variables. 

\ 
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The computer-readable medium as defined in claim 9, wherein the method further 

^^omprises:\ 



\ 

determining that there is a configure request for the variable; 

5 readin^a new value for the variable; 

\ 
\ 

configuring the variable with the new value in the device being checked; 
determining whether the configure request was successful; 

when the co)i|igure request is not successful, outputting an error message and ending the 

check for the variable^ and 
\ 

©) when the configure request is successful, determining whether there is at least one 

V 

08 associated variable; \ 

*Q \ 

j=y when there i^s not at least one associated variable, ending the check for the 

" \ 
variable; and \ 



m 



a 



p when there is ayeast one associated variable, identifying the at least one 

m 

f\J> associated variable; 

□ reading the value oV the at least one associated variable from the network device 

after sleeping for a predetermined period of time; 

determining whether there is a VALID values list for the at least one associated 
variable, when there is a VALIEXvalues list, comparing the returned value from the 
20 network device with the listed value for a match and when the values do not match, 

outputting an error message for the at least one associated variable; and 

determining whether there is a INVALID values list for the at least one associated 
variable, when there is an INVALID values list, comparing the returned value from the 
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tetwork device with the listed value for a match and when the values match, outputting 
amerror message for the at least one associated variable. 

11. \ The computer-readable medium as defined in claim 8, wherein the method further 
comprises: 

determining that there is a configure request for the variable; 
reading a new value for the variable; 

\ 

configuringtthe variable with the new value in the device being checked; 
determining whether the configure request was successful; 

when the configure request is not successful, outputting an error message and ending the 



check for the variable; ail 

IT* 

i^j when the configure\request is successful, determining whether there is at least one 

m 

§^ associated variable; 

when there is not at least one associated variable, ending the check for the 
variable; and 

when there is at leaty one associated variable, identifying the at least one 
associated variable; 

reading the value of thh at least one associated variable from the network device 
after sleeping for a predetermined period of time; 
20 determining whether thereus a VALID values list for the at least one associated 

variable, when there is a VALID values list, comparing the returned value from the 
network device with the listed value ror a match and when the values do not match, 
outputting an error message for the at least one associated variable; and 
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determining whether there is a INVALID values list for the at least one associated 
^ \ variablbWvhen there is an INVALID values list, comparing the returned value from the 

network crevice with the listed value for a match and when the values match, outputting 
an error message for the at least one associated variable. 



12. A computer-readable medium having stored thereon computer-executable 
instructions for performing a method for checking the level of manageability support of a 
network device, the method comprising: 

determining that the variable has a dependent variable; 
identifying the depenaent variable to be checked; 

reading a value for botmthe variable and the dependent variable from the network device; 
Lfl determining whether there is a VALID values list for the variables, when there is a 

VALID values list, comparing theVeturned values from the network device with the listed values 
for a match and when the values do not match, outputting an error message for the variables; and 
determining whether there is an INVALID values list for the variables, when there is an 
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INVALID values list, comparing the returned values from the network device with the listed 

\ 

values for a match and when the values match, outputting an error message for the variables. 



13. The computer- readable medium as defined in claim 12, wherein the method 
20 further comprises : 

determining that there is a configure request for the variable; 
reading a new value for the variable; 

configuring the variable with the new value i\» the device being checked; 
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\ determining whether the configure request was successful; 

^ wheh the configure request is not successful, outputting an error message and ending the 

check for the Variable; and 

when the configure request is successful, determining whether there is at least one 
5 associated variable; 

wheii there is not at least one associated variable, ending the check for the 
variable; and\ 

when there is at least one associated variable, identifying the at least one 
associated variable; 

□ 

@ reading the\value of the at least one associated variable from the network device 

m 

*S after sleeping for a predetermined period of time; 

Uj \ 

determining whether there is a VALID values list for the at least one associated 



I variable, when there is a VALID values list, comparing the returned value from the 

□ \ 

US network device with the listed value for a match and when the values do not match, 

ru \ 

J3> outputting an error message for the at least one associated variable; and 
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determining whether mere is a INVALID values list for the at least one associated 
variable, when there is an INVALID values list, comparing the returned value from the 
network device with the listed value for a match and when the values match, outputting 
an error message for the at least one associated variable. 



14. A computer-readable medium having stored thereon computer-executable 
instructions for performing a method for checking the level of manageability support of a 
network device, the method comprising: 
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^ v determining that there is a configure request for the variable; 

^ rekding a new value for the variable; 

configuring the variable with the new value in the device being checked; 
determining whether the configure request was successful; 
5 when tme configure request is not successful, outputting an error message and ending the 

check for the variable; and 

when the Configure request is successful, determining whether there is at least one 
associated variables 

when \here is not at least one associated variable, ending the check for the 
PI variable; and 

when thesis at least one associated variable, identifying the at least one 
associated variable* 

reading the \nalue of the at least one associated variable from the network device 

□ after sleeping for a predetermined period of time; 

? \ 

1$ determining whether there is a VALID values list for the at least one associated 

tfi \ 

C3 variable, when there is a VALID values list, comparing the returned value from the 

network device with the listed value for a match and when the values do not match, 
outputting an error message Vor the at least one associated variable; and 

determining whether there is a INVALID values list for the at least one associated 

20 variable, when there is an INVALID values list, comparing the returned value from the 

network device with the listed vklue for a match and when the values match, outputting 
an error message for the at least one associated variable. 
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. X vS. An apparatus for checking the level of manageability support of a network device, 

f the apparatus comprising: 

means for identifying a variable to be checked; 
means for reading a value for the variable from the network device; 
5 means ror determining whether there is a VALID values list for the variable, when there 

is a VALID values list, the returned value from the network device is compared with the listed 
value for a match apd when the values do not match, an error message for the variable is 
outputted; and 

means for determining whether there is a INVALID values list for the variable, when 
t@ there is an INVALID vWes list, the returned value from the network device is compared with 
the listed value for a match and when the values match, an error message for the variable is 



Jjj outputted. 



□ 16. The apparatus as defined in claim 15, further comprising: 
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Y 
\ 

means for determining that the variable has a dependent variable; 
means for identifying the dependent variable to be checked; 

\ 

means for reading a value for^both the variable and the dependent variable from the 
network device; 

means for determining whether tjiere is a VALID values list for the variables, when there 



20 is a VALID values list, the returned values from the network device are compared with the listed 
values for a match and when the values do \ot match, an error message for the variables is 
outputted; and 
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ans for determining whether there is an INVALID values list for the variables, when 
there is an INVALID values list, the returned values from the network device are compared with 
the listed va\ues for a match and when the values match, an error message for the variables is 
outputted. 



17. The apparatus as defined in claim 16, further comprising: 
means forVietermining that there is a configure request for the variable; 
means for r&ading a new value for the variable; 

means for configuring the variable with the new value in the device being checked; 

means for determining whether the configure request was successful; 

yy \ 

^ means for, when the configure request is not successful, outputting an error message and 

Lm \ 
j[fj ending the check for the variable; and 

CP \ 

M, means for, when th£ configure request is successful, determining whether there is at least 

3 

Q one associated variable; 

CP 

ik> means for, when there is not at least one associated variable, ending the check for 

the variable; and \ 
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means for, when there is at least one associated variable, identifying the at least 

\ 

one associated variable; * 

means for reading the value of the at least one associated variable from the 

\ 

20 network device after sleeping\for a predetermined period of time; 

\ 

means for determining whether there is a VALID values list for the at least one 
associated variable, when there is a VALID values list, the returned value from the 
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network device is compared with the listed value for a match and when the values do not 
match, an error message for the at least one associated variable is outputted; and 

\ means for determining whether there is a INVALID values list for the at least one 
associated variable, when there is an INVALID values list, the returned value from the 
networkVdevice is compared with the listed value for a match and when the values match, 
an error message for the at least one associated variable is outputted. 



18. The apparatus as defined in claim 15, further comprising: 
means for determining that there is a configure request for the variable; 
means for reading a new value for the variable; 

means for configuring the variable with the new value in the device being checked; 

means for determining whether the configure request was successful; 

means for, when the configure request is not successful, outputting an error message and 



□ ending the check for the variable; and 

ff! 

K means for, when the configure request is successful, determining whether there is at least 



one associated variable; 

means for, when the^e is not at least one associated variable, ending the check for 
the variable; and 

means for, when there 1^ at least one associated variable, identifying the at least 
20 one associated variable; 

means for reading the valuV of the at least one associated variable from the 
network device after sleeping for a predetermined period of time; 
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leans for determining whether there is a VALID values list for the at least one 
associates variable, when there is a VALID values list, the returned value from the 
network device is compared with the listed value for a match and when the values do not 
match, an error message for the at least one associated variable is outputted; and 

meanafor determining whether there is a INVALID values list for the at least one 
associated variable, when there is an INVALID values list, the returned value from the 
network device fls compared with the listed value for a match and when the values match, 
an error message rpr the at least one associated variable is outputted. 

19. An apparatus Yor checking the level of manageability support of a network device, 



q the apparatus comprising: 
Ul ■ 

Lfi means for determining that the variable has a dependent variable; 

m \ 

means for identifying the\dependent variable to be checked; 

. \ 

means for reading a value for both the variable and the dependent variable from the 



l^j network device; 

O 

y, means for determining whether there is a VALID values list for the variables, when there 

\ 

is a VALID values list, the returned values from the network device are compared with the listed 

\ 

values for a match and when the values do not match, an error message for the variables is 
outputted; and \ 

20 means for determining whether ther\ is an INVALID values list for the variables, when 

\ 

there is an INVALID values list, the returned values from the network device are compared with 
the listed values for a match and when the values match, an error message for the variables is 
outputted. 
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\ V). The apparatus as defined in claim 19, further comprising: 

m&ans for determining that there is a configure request for the variable; 
meai^s for reading a new value for the variable; 
5 meansVor configuring the variable with the new value in the device being checked; 

means fo^ determining whether the configure request was successful; 
means for^when the configure request is not successful, outputting an error message and 
ending the check for the variable; and 

means for, w\^n the configure request is successful, determining whether there is at least 
one associated variable\ 

means foi\ when there is not at least one associated variable, ending the check for 
the variable; and 

01 

H< means for, when there is at least one associated variable, identifying the at least 

£5 one associated variable; 

>W means for reading the value of the at least one associated variable from the 

p. 

P network device after sleeping for a predetermined period of time; 

means for determining whether there is a VALE) values list for the at least one 
associated variable, when there is a VALID values list, the returned value from the 
network device is compared wkh the listed value for a match and when the values do not 
20 match, an error message for the at least one associated variable is outputted; and 

means for determining whether there is a INVALID values list for the at least one 
associated variable, when there is amINVALID values list, the returned value from the 
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netyork device is compared with the listed value for a match and when the values match, 
an erVor message for the at least one associated variable is outputted. 
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21. Ah apparatus for checking the level of manageability support of a network device, 
the apparatus comprising: 

means for determining that there is a configure request for the variable; 
means for reading a new value for the variable; 

means for configuring the variable with the new value in the device being checked; 

means for determining whether the configure request was successful; 

means for, when tfle configure request is not successful, outputting an error message and 
ending the check for the variable; and 

means for, when the opnfigure request is successful, determining whether there is at least 
one associated variable; 

means for, when f|iere is not at least one associated variable, ending the check for 

the variable; and 

means for, when thei^ is at least one associated variable, identifying the at least 
one associated variable; 

means for reading the v^lue of the at least one associated variable from the 
network device after sleeping for a predetermined period of time; 

means for determining whether there is a VALID values list for the at least one 
associated variable, when there is a VmJD values list, the returned value from the 
network device is compared with the liked value for a match and when the values do not 
match, an error message for the at least one associated variable is outputted; and 
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leans for determining whether there is a INVALID values list for the at least one 
associated variable, when there is an INVALID values list, the returned value from the 
network aevice is compared with the listed value for a match and when the values match, 
an error message for the at least one associated variable is outputted. 



22. An apparatus for checking the level of manageability support of a network device, 
the apparatus comprising: 

a fundamental Variable checker for identifying the variable, obtaining a value for the 
variable, checking the value against any and all VALID/INVALID values, and generating an 
error message if the value of the variable is found to not be valid or to be invalid. 

23. The apparatus as defined in claim 22, further comprising: 

a dependent variable checker for identifying the variable and finding the variable to have 
a dependent variable, wherein the values for both the variables are obtained, their values are 
checked against any and all VALID/INVALID values, and if the values of the variables are 
found to not be valid or to beunvalid, then an error message is generated. 



24. The apparatus as\defined in claim 23, further comprising: 
a configure request variable checker for identifying the variable, observing that there is a 
configure request for the variable,configuring the variable with a new value, and verifying that 
the configure request was successful, wherein a determination is made that at least one 
associated variable exists, a predetermined period of time is allowed to elapse before the value of 
the at least one associated variable is obtained, the value is checked against any and all 



31 



EL839723749US 



No. CISCO-3475 




VALID/INVALID values, and if the value of the at least one associated variable is found to not 
be valid or to be invalid, then an error message is generated. 



25. \ The apparatus as defined in claim 22, further comprising: 

a configure request variable checker for identifying the variable, observing that there is a 
configure request for the variable, configuring the variable with a new value, and verifying that 
the configure request was successful, wherein a determination is made that at least one 
associated variable exists, a predetermined period of time is allowed to elapse before the value of 
the at least one associated variable is obtained, the value is checked against any and all 
VALID/INVALID values\and if the value of the at least one associated variable is found to not 
be valid or to be invalid, then^an error message is generated. 
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26. An apparatus for checking the level of manageability support of a network device, 
the apparatus comprising: 

a dependent variable checker for identifying the variable and finding the variable to have 
a dependent variable, wherein the valued for both the variables are obtained, their values are 
checked against any and all VALID/INVALID values, and if the values of the variables are 
found to not be valid or to be invalid, then m error message is generated. 



20 27. The apparatus as defined in claimy26, further comprising: 

a configure request variable checker for identifying the variable, observing that there is a 
configure request for the variable, configuring the variable with a new value, and verifying that 
the configure request was successful, wherein a detenn^iation is made that at least one 
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assorted variable exists, a predetermined period of time is allowed to elapse before the value of 
the at least one associated variable is obtained, the value is checked against any and all 

VALID/INVALID values, and if the value of the at least one associated variable is found to not 

\ 
\ 

be valid or'^o be invalid, then an error message is generated. 

\ 



\ 

\ 
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28. \An apparatus for checking the level of manageability support of a network device, 
the apparatus comprising: 

a configurarequest variable checker for identifying the variable, observing that there is a 
configure request fo\ the variable, configuring the variable with a new value, and verifying that 
the configure request was successful, wherein a determination is made that at least one 

y3 associated variable exists, a predetermined period of time is allowed to elapse before the value of 

ijns \ 

yj the at least one associateoVvariable is obtained, the value is checked against any and all 

VALID/INVALID values, and if the value of the at least one associated variable is found to not 



^ be valid or to be invalid, ther\an error message is generated. 
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